9 University Hospitals -

Enrolling and Activating Intelligent Hub
(AirWatch)

For Apple iI0S Devices

Introduction

This job aid will assist you in setting up Intelligent Hub (Airwatch) on your Apple device. Intelligent Hub will secure
your personal mobile device and will allow it to access your UH email, contacts and calendar from within your

device’s native applications.

Note » Many Apple devices and iOS versions exist. The process this job aid
details may not be identical to the process of enrolling your device. It
should, however, be a very similar representation. If you have
guestions or if you need further assistance, please call the UH
Service Desk at 216-844-3327.

ﬁs IF YOU ARE IN A UH FACILITY:

Please ensure that your device is connected to UH_BYOD or
your cellular connection throughout the installation process.

YOU MUST NOT BE CONNECTED TO UH_GUEST WIRELESS.

IF YOU ARE NOT IN A UH FACILITY:

It is recommended that you connect to a trusted WiFi network during this process.
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Enrolling and Activating Intelligent Hub (AirWatch)

I
Installing and Setting Up the Intelligent Hub App

Downloading the Intelligent Hub App from the App Store

A

On your device, tap the App Store icon to open the App Store. .

1.
2. Inthe lower right corner, tap on the App Store’s Search magnifying glass icon.
3. Inthe Search Bar of the App Store, enter Intelligent Hub.
4. Tap Get.
Q. intelligent hub © Cancel
Intelligent Hub
. Omnissa Workspace ONE m
*kk okt 64K

&= Business Productivity (&) AirWatch, LLC

5. After installation finishes, the Hub app will be installed on your device.

Enrolling and Authenticating Intelligent Hub

6. On your device, tap the Hub app icon to open the app.

Email Address or Server

3 QR Code

7. On the main Hub app screen, tap the Email Address or Server field and enter your @uhhospitals.org email
address and Tap Next.
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E A Username and Password screen appears. This may look different depending on your
network connection.

guniversity Hospitals
UHapps.

g University Hospitals

UHapps
Please select the 'Public Computer' option if this is not a
machina you use regularly, then entar your Email below
and click ‘Submil' lo access the system.

username
Email:
g ()This is a public computer
password |

Restart Login

n Copyright 2020 SecureAuth Corp. All rights
Sign In i e
= S

Forgot password?

uhhs.com

UH_BYOD network All non-UH networks

8. Inthe Username field, enter your UH username and UH password (UH_BYOD network), then Tap Sign in.

or in the Email field, enter your UH email address (All non-UH networks), then Tap Submit.

Tip » This is the same UH username and password you use to log in to your UH computer.

Tip » If you are not connected to the UH_BYOD network, you may be subject to additional verification.
Instructions can be found here.

9. Atthe “We value your privacy” screen tap Continue..

<

We value your privacy

Messages
Keep text messages private.

Personal Email
All of your own accounts are private.

Personal Photos
We do not store nor have access to
your phatos.

Continue
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10. At the “Set up your profile” screen tap Download profile.

Set up your profile

|&
U

L @ Download profile

s ™
@ Install profile ‘
M

e

11. On the “Hub” Would Like to Send You Notifications screen Tap Allow.

“Hub” Would Like to Send
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

12. The Ignore / Allow option screen appears. Tap Allow.

This website is trying to download a

configuration profile. Do you want to allow

this?
Ignore

13. The Profile Downloaded screen appears. Tap Close.

Profile Downloaded
Review the profile in Settings app if
ywou want to install it,
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14. On the “Steps to download profile” screen, tap “Tap here when download finishes”

Cancel & uhmdm.myuhworks.org  aA ()

23

Workspace CHE™ LEM

Steps to download profile

1. When prompted to download the profile, tap on
Allow

2. After the download is complete, tap on Close

ownload finishes

< ®
15. The “Set up your profile” screen appears. Tap Install profile.
<
<
Set up your profile
|" @ Profile downloaded ‘
|/ @ Install profile B \‘
: /

Download profile again

16. The Install profile screen appears. Tap the Open the Settings app button.

®

Install profile

1. In the Settings app, locate and tap
Profile Downloaded at the top.

2. Select Install to continue the process.

3. Tap Trust on the Remote
Management pop up.

4, Once the profile is installed, return to
Hub to complete your enrollment.

Open the Settings app
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17. The Settings app will open. Tap Profile Downloaded.

Note » The iPhone Settings will open in the state that it was previously
used. It may be necessary to scroll and return to the top of the
Settings screen to see the Profile Downloaded option.

Settings

Apple ID, iCloud, Media & Pur...

Profile Downloaded

Airplane Mode

B wi-Fi
Bluetooth On

Cellular

Notifications

Tip » Please ensure that you are viewing the top level of the Settings screen, as pictured above.

18. The Install Profile screen appears, tap Install.

Cancel Install Profile

Workspace Services
Workspace
Signed by *uhhospitals.org
Description  Workspace profile to separate work and
personal data and activate access to work

applications and services on your device.

Containe Device Enrollment Challenge

More Details

Remove Downloaded Profile

Note » If you have a passcode set on your device, your device will now
prompt you to enter the passcode.

19. The Enter Passcode screen appears. Enter your device’s passcode.
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Enter Passcode Cancel

Enter your passcode

O O0OO0OO0OO0O0o

1 2 3

4 5 6

7 8 9
FORS TuYy WXYZ

20. The Installing Profile screen appears. Tap Install.

Install

Cancel

21. The Warning screen appears. Tap Install.



Enrolling and Activating Intelligent Hub (AirWatch)

Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://
uhmdm.myuhworks.org/DeviceServices/
AppleMDM/Processor.aspx?
deviceld=23a70113-9a7c-45¢c4-926e-8f6d
64ecf8e8" to remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, and
install, manage, and list apps on your
iPhone.

22. The Remote Management pop-up appears. Tap Trust.

Remote Management

Do you trust this profile’s source to
enroll your iPhone into remote
management?

Cancel

23. The Profile Installed screen appears. Tap Done.

Profile Installed

Workspace Services
University Hospitals
Signed by “uhhespitals.org
Description  Warkspace profile to separate work and
personal data and activate access to work
applications and services on your device,
Contains Mohile Device Management

Certificate

More Details

24. Return to your device’s Home screen.

25. Open the Hub app on your device to continue the installation process.

g Job Aid IT Training and Development, MSC
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26. The “Your profile is now set up” screen appears. Tap Take me to Hub.

Your profile is now
set up

| @ Profile downloaded

| @ Profile installed

Take me to Hub

27. The Always accessible screen appears. Either swipe through the screens to read and tap Got it or tap Skip

[@]

Always accessible

Quick access to corporate apps from anywhere.

. Skip

IT Training and Development, MSC Job Aid ﬂ
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28. The Privacy screen appears. Tap | Understand.

Privacy

@

/

Your Privacy Matters.VMware Workspace
ONE collects information to provide secure
access to your work data and applications.
Below you will find an overview of data
collected by Workspace ONE and Hub to
provide optimal performance, security and
support. For information about how your
company handles information collected by
Workspace ONE, please contact your
company.

For information regarding the data VMware
collects in connection with your use of this
application for product improvement and
other analytics purposes, see the Trust &

| Understand

29. The Data Sharing screen appears. Tap either | Agree or Not Now.

10

Data Sharing

Want An Even Better App Experience?

Help us improve and develop new app
features and functionality that will make you
even more productive.

We would like to collect information about
your usage of our app, including crash
details, to better understand how users

interact with our apps, how we can improve
the app experience, and how we can better
diagnose and fix issues. We analyze this
data in the aggregate and not in any way
that directly identifies you. If you change
your mind, you can change this setting at
any time.

For information about how VMware handles
your usage data if you elect to share this
data with VMware, visit https://
www.vmware.com/help/privacy.html.

Not Now

Note »  You are not required to agree to share your information. Intelligent
Hub uses any information collected to improve the app’s
functionality. Choosing the Not Now option will opt you out of sharing

your app usage information.
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30. The Favorites screen appears

ol Merizon T 3:26 PM =

Favorites

Apps
No apps favorited yet.

Gel quick access Lo your favorite apps.

* *
Fawarits

Apps

& If your device is presently not passcode protected or if your device’s passcode
does not meet University Hospitals’ passcode complexity requirement, you will be
prompted with the alert below to create/update the device’s passcode.
A passcode must be set on your device to view your UH email.

The passcode must be six digits of any combination.
You will be prompted to change your device’s passcode every 90 days.

31. The “Passcode Requirement” screen appears.

Passcode Requirement

You must change your passcode
within 60 minutes.

Later | Continue

32. At the Passcode Requirement pop-up, tap Continue.

IT Training and Development, MSC Job Aid 11\
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33. The “New Passcode” screen appears.

New Passcode
Enter a strong passcode with 4 or
more characters including 0 special
characters (#&!).

Emergency Call

34. Enter your new password, then tap Continue.

35. The “Re-enter your new passcode” screen appears.

Re-enter your new passcode

Set Passcode

Emergency Call

36. Re-enter your new passcode, then tap Set Passcode.

& Now that you have enrolled your device, you may complete the steps below to
access UH email, calendar and contacts on your device.

(A Job Aid IT Training and Development, MSC
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Appendix:

Accessing Your UH Email, Calendar and Contacts

1. Open the Mail app on your device. @

2. The password prompt appears.

3. A message to use microsoftonline.com to sign in appears. Click Continue.

Enter the password for the
Exchange account
account @UHhospi-
tals.org”

| Edit Settings | Cancel

“Settings” Wants to Use
“microsoftonline.com” to
Sign In

This allows the app and website to
share information about you.

Cancel Continue

4. Enter your UH password and tap OK.

5. If you do not see your list of Mailboxes, in the top left corner, tap <Back.

{ Back Edit
Inbox
B, 4:10PM
[ 4:08PM
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6. The Mailboxes screen appears.

< Mail Mail Accounts

ACCOUNTS
iCloud

iCloud Drive, Contacts, Calendars, Safari and 8 more...

UH Email

Mail, Contacts, Calendars, Reminders, Notes

Add Account

Fetch New Data Push

7. Tap UH Email.

Note »  You may see a Cannot Get Mail message (see below) as your UH
email account is being set up for your device. Click OK and wait for
your email to finish setting up.

Cannot Get Mail
The connection to the server
failed.

0K

A It may take up to 10 minutes
for UH email to appear
on your device.

Note »  Your device setup is now complete!

Tip > Please contact the UH Service Desk at 216-844-3327 if you need further assistance.
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Updating your Email password after a password change
(or if you selected Cancel in the previous section)

1. Onyour device, open Settings. @

2. On the Settings screen, scroll to the bottom and tap Apps.

1 Face ID & Passcode

@ Emergency SOS

m Privacy & Security

App Store
W Game Center

» iCloud

B wallet & Apple Pay

a Apps

3. On the Settings screen, scroll down and tap Mail.

< Settings Apps

Magnifier
@ Mail
O Meps
. Measure
O Messages

4. The Mail screen appears.

< Apps

B

Mail

Add or remove accounts, manage Siri & Search,
and customize how your mail appears and
works. Learn more...

{Mail Accounts 3
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5. Tap Mail Accounts.

6. The Accounts screen appears.

< Mail Mail Accounts

ACCOUNTS
iCloud
iCloud Drive, Centacts, Calendars, Safari and 8 more...

UH Email

Mail, Contacts, Calendars, Reminders, Motes

Add Account

Fetch New Data Push

7. Tap UH Email.
8. Tap Re-enter Password

9. Follow the prompts to sign in with your current password.

10. Open your Mail app @ again. Email from your UH Inbox should appear within 10 minutes.

Tip » If issues persist, contact the UH Service Desk at 216-844-3327 for further assistance.

Additional Resources to maximize your experience

« Logging in and Customizing Favorites for UHapps on Mobile Devices [PDF]
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